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Our Vision is to provide the community with technical, highly skilled engineers in the field of
cybersecurity with a high level of efficiency, dedication, and ethical responsibility to be the vanguard of
digital defense.

ol Ay .2

Our mission is to Prepare a generation of technical engineers capable of protecting our organization's
digital assets and information. This is achieved by employing cutting-edge technology, rigorous
strategies, and a culture of continuous improvement. We educate and empower to foster a cyber-aware
culture that reduces risk and ensures the success of our institutions.
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For undergraduate students pursuing a degree in Cybersecurity Engineering Techniques, the
following generic competencies are typically expected upon graduation:

Technical Knowledge: - - - - - -

Proficiency in various operating systems (e.g., Windows, Linux, macOS). Understanding of
networking concepts and protocols. Knowledge of programming languages (e.g., Python, C++,
Java). Familiarity with encryption and cryptography techniques. Experience with cybersecurity
tools and software (e.g., IDS/IPS, firewalls, antivirus). Awareness of emerging cybersecurity
threats and trends.

Cybersecurity Fundamentals: - - -

Understanding cybersecurity principles and best practices. Knowledge of risk management and
threat assessment methodologies. Ability to conduct vulnerability assessments and penetration
testing.

Security Policy and Compliance:

Familiarity with cybersecurity regulations and compliance standards (e.g., GDPR, HIPAA, NIST).
Ability to develop and enforce security policies and procedures.

Incident Response and Recovery: - - -

Proficiency in incident detection and response procedures. Experience in managing and
mitigating security incidents and breaches. Knowledge of digital forensics techniques.

Security Architecture and Design: - -
- Ability to design secure network and system architectures.
- Knowledge of secure coding practices.

- Understanding of cloud security principles.
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Awareness of relevant cybersecurity regulations, standards,
and best practices ensures the organization complies with
legal requirements.

Compliance Knowledge .1

The ability to effectively identify and resolve complex
security issues, vulnerabilities, and incidents.

Problem-solving: .2

The capacity to analyze information, assess risks, and make
informed decisions regarding cybersecurity strategies and
solutions.

Critical Thinking .3

Cybersecurity is a rapidly evolving field, so being open to
learning new technologies and adapting to emerging threats
is crucial.

Adaptability .4

<) ylgeall

Effective communication is vital for conveying security
concerns to non-technical stakeholders, writing security
policies, and collaborating with team members.

Communication Skills. 1

Working  collaboratively ~ with  other  cybersecurity
professionals, IT staff, and various departments to ensure a
cohesive security posture.

Teamwork.2

asil

Understanding the ethical considerations and
responsibilities of handling sensitive data and conducting
security testing.

Ethical Awareness |
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